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1 Overview

1.1 Executive Summary

This document specifies solution requirements for IP user-network interfaces to emergency services. While the requirements identified here are broadly applicable to other regions, the scope of the National Emergency Number Association (NENA) and hence these requirements is within North America (i.e. Canada, United States of America). Target audiences include working groups of various standards bodies that create protocols associated with: VoIP; geo-location (lat/long/alt); civic-location (i.e. street addresses, etc.); multi-line telephone systems (MTLS); and emergency services.

It is the intention of NENA that the requirements identified here are achieved through standards developed by various organizations (such as ANSI, IEEE, IETF, ITU). We recognize that the output of various standards bodies will likely be a superset of features that meet NENA requirements as well as the requirements of other regional and industry forums.

1.2 Known Issues with Current IP/E9-1-1 Enterprise Deployments

1.2.1 Removing Requirement for Local Voice Trunk in E9-1-1 SR Territory

Problem summary: consider a tele-worker in Boise, ID who has a VoIP phone connected through an IP PBX in San Jose, CA. If the Boise tele-worker makes a 911 call, it is processed through the IP PBX in San Jose, CA and the range of IP gateways (to the PSTN and E9-1-1 networks) that the enterprise owns determines the possible egress points from the IP network into the PSTN or E9-1-1 network. If the enterprise only has voice trunks in San Jose, CA, then the 911 call from Boise ID is passed to the PSTN in San Jose, CA. Today there is no standard way of routing emergency calls across a long-distance provider backbone to reach the 911 Selective Router (i.e class 4 tandem switch) near Boise.

There is a business opportunity for an ITSP to provide a “long distance E9-1-1” service (at risk of creating another monopoly because of the large barrier-to-entry to have a presence in each selective router territory and be registered as a CLEC across the U.S), but a standard method would facilitate a competitive market that benefits enterprises in any country.

Possible solution: 911 Exchange Prefixes for Each NANPA Area Code (assumes a tandem switch within an area code can determine the correct E9-1-1 SR if multiple SRs exist).

1.2.2 Separating Enterprise ELINS from DID Public Number Space

Problem summary: the ANI or callerID field is a single variable that serves two purposes in E9-1-1 networks. This value serves as the call-back number when a PSAP needs to return a call to an emergency caller, and it also serves as a key into the ALI (location) database. This connectedness has not been a problem when TDM-based PBXs were the norm and location databases were manually updated after scheduled phone moves. In many current VoIP/E9-1-1 enterprise deployments, it is a challenge because every ELIN must be a real DID number (with a non-trivial financial cost) from a limited public numbering space. The reason for this will be clarified shortly. The net impact of this issue is that enterprises often cannot enable E9-1-1 service that locates callers to a specific office or cube (or dorm room in a university). A compromise solution requires that caller location is limited to a specific building or floor, and this is not sufficient for the needs or desires of many enterprises.

To put this issue in perspective, it is only a problem today because PS-ALI database updates are processed on a daily (as opposed to real-time) basis. This general problem has two main classes of solutions:

1. Enable real-time updates to the ALI database, complete with street address info, etc. (potentially a challenge with data integrity and MSAG-validation issues)

2. Enable an independent numbering space (i.e. for ELINs) to represent pre-populated physical locations that can be validated prior to emergency calls.

Current industry solutions are designed to work with VoIP-enabled enterprises and require no changes to the public E9-1-1 infrastructure (for example, the Cisco Emergency Responder product). As such, the solution leverages the second class of solution described above. An artifact of this solution approach is that ELINs today are the same field as the ANI or CallerID field, so customers must have a sufficient number of DIDs to support phone number assignment to people and phones, as well as an unused block to use as ELINs assigned to physical locations. If customers require a separate ELIN for every phone, this is just not a scalable solution. An industry change is required to remedy this issue.

A possible solution to this challenge (creating an ELIN field independent of the ANI field without causing significant changes to ITU Q.931 or other signaling protocols and waiting for adoption by telephone switch vendors) is as follows:

· We need 20-digit transmission in North America (ANI+ELIN)

· International deployments of the future (prior to use of SIP URLs or other non-number addresses) may require twice the length of ITU E.164 addresses.

SIP URLs or other technology may leapfrog this requirement and render it a non-issue outside North America, though it will remain a significant issue in North America as part of a multi-year technology transition.

1.2.3 Single-Source Distribution of ALI Records to Multiple ALI DB Providers

Problem summary: large enterprises with many sites must independently work with each regional PS-ALI provider (either RBOCs, CLECs, or directly with PSAPs) to obtain PS-ALI service. Several vendors are attempting to solve this problem as a business opportunity, though comprehensive coverage is lacking and the significant barrier to entry in this business precludes a competitive environment that benefits enterprise customers.

Goal: make it easier for enterprises to figure out which ALI DB vendors to work with for each of their many sites, and which ALI record formats to use for each vendor. Alternative today is the mess that provides a business opportunity for those who have the intellectual property that should inherently be public information. The current lack of easily obtainable information is an obstacle to enterprises trying to deploy E9-1-1 across north America.

Requirements:

1) Standard query for ALI DB vendor given public DID numbers

2) Published format for all ALI DB vendors

This issue may be more political/business-driven than technology driven.

2 Deployment Scenarios

User endpoints are categorized here according to three variables: (1) the type of administrative domain; (2) the mobility profile of the associated devices; and (3) whether movable devices remain within the local administrative domain or can cross to other administrative domains (i.e. roaming capability). E9-1-1 network architectures are classified according to the technology migration from traditional wired E9-1-1, to wireless phases 1 and 2, then to IP-enabled selective routers and PSAPs.  While not directly related to IP, wireless phases are included as part of the network migration path because these architectures are in the process of being deployed and they provide features that may be of benefit in IP-based architectures.

Note that scenarios where the PSAP migrates to IP while the selective router and user elements continue with traditional TDM interfaces are not explicitly considered here (though these scenarios are within the NENA Migration Working Group), because the currently defined and implemented user-to-network standards require no modification.

The deployment scenarios are summarized in the following table. Items in white are outside the scope of the IP UNITES working group, either because standard TDM solutions are fully applicable today or the service combinations are not defined and do not need an E9-1-1 solution. Items in yellow are within the scope of the IP UNITES working group to specify user-network interface requirements and advocate specific industry standards to foster consistent IP E9-1-1 service offerings in North America.

<note: IP UNITES working group still needs to define phasing for the solution requirements>

	
	
	
	Trad Wired
E9-1-1 Network
	Wireless
Phase 1 E9-1-1 (ELIN/pANI)
	Wireless
Phase 2 E9-1-1
(Lat/Long/Alt)
	IP-Enabled SR
	IP-Enabled PSAPs

	IP Residential
(Consumer)
	Fixed
	Local
	0
	N/A
	N/A
	
	

	
	Nomadic
	Local
	ND
	ND
	ND
	ND
	ND

	
	
	Roaming
	ND
	ND
	ND
	ND
	ND

	
	Mobile
	Local
	N/A
	0
	0
	
	

	
	
	Roaming
	N/A
	0
	0
	
	

	IP Centrex
	Fixed
	Local
	0
	0
	0
	
	

	
	Nomadic
	Local
	
	
	
	
	

	
	
	Roaming
	
	
	
	
	

	
	Mobile
	Local
	
	
	
	
	

	
	
	Roaming
	
	
	
	
	

	IP PBX (Centralized)
	Fixed
	Local
	0
	N/A
	N/A
	
	

	
	Nomadic
	Local
	
	
	
	
	

	
	
	Roaming
	
	
	
	
	

	
	Mobile
	Local
	
	
	
	
	

	
	
	Roaming
	
	
	
	
	

	IP Intelligent Endpoints (Distributed)
	Fixed
	Local
	0
	N/A
	N/A
	
	

	
	Nomadic
	Local
	
	
	
	
	

	
	
	Roaming
	
	
	
	
	

	
	Mobile
	Local
	
	
	
	
	

	
	
	Roaming
	
	
	
	
	


KEY: ND = Service Not Defined; N/A = Not Applicable; 0 = Standard Exists; 1 = Phase 1 IP Requirements; 2 = Phase 2 IP Requirements, 3 = Phase 3 IP Requirements, etc.

3 General Solution Requirements

These solution requirements are applicable to all solution phases and deployment scenarios.

3.1 Integrity, Privacy, Non-Repudiation, and Access Privileges

3.2 Scalability, Redundancy, Resiliency, and Reliability

3.3 Service Management

3.3.1 Service Provisioning

3.3.2 Operations/Administration

3.3.3 Fault Detection, Isolation, Notification

3.3.4 Service Level Agreements

3.3.5 Reporting

3.4 Local Number Portability Issues

3.5 Independent Deployment Timelines

Enterprises, service providers, and PSAPs operate with independent migration timelines and plans. As such, technology solutions must support transition topologies.

4 Phase-Specific Solution Requirements

Need more organizational work here…. Probably better to arrange solution requirements by phases, and address items below within each of the phases. Note that each solution phase may have several solution permutations based on the number of deployment scenarios to be addressed in the phase. 

In addition to describing specific requirements, describe how generic requirements apply to the solution phase and features.

4.1 Shared Information Attributes

Location: lat/long, street addr, bldg/room/floor, etc; Location accuracy, error intervals; Velocity/direction??; Enterprise URLs for more details (hazardous chemicals, bldg floorplans, etc.)

4.2 Location Discovery

4.3 Location Information Ownership

Endpoint, ALI database, other? 

4.4 Location Information Transmission

With call set-up? Upon device registration or ALI update? ,mid-call updates…

4.5 Call Routing: User to Network

· Normal call routing

· Default routing (during PSAP failure/congestion, trunk congestion, unknown PSAP, etc)

· redirection to other PSAPs

· involvement of endpoints for path replacement and optimization

· redirection of auxiliary information to target PSAP by an original recipient PSAP (e.g. URLs, alternate call-backs, instructions, etc.)

4.6 Call Routing: Network to User

5 Architectural Considerations

5.1 Endpoint vs. Centralized Location Information Maintenance

Note impact to “reverse-E9-1-1” or community emergency alerting services when endpoint-controlled information is kept private.

Endpoint usage of actual location info or a reference to location info:

· Endpoints keeping a “pointer” or reference number to their location (i.e. knowing the IP addr and specific switch port of the Ethernet switch to which they are attached) vs. maintaining the full location information locally

· Should end devices look up the full location info at startup or registration time (using a reference like a known Ethernet port to which they’re attached), or should a network-centric device look this up after an endpoint transmits the location reference?

Privacy implications, complexity of managing access permissions

Transmitting location info during call-setup vs. pre-populated (with MSAG validation, etc)

5.2 Retaining vs. eliminating “selective router” function

political/business/process/regulatory reasons for keeping it vs. technology reasons for eliminating it (and changing the E9-1-1 provider landscape)
5.3 Private IP backbones vs. Public Internet for Communications

Implications for IPSEC / PKI requirements, need for PSAPS to maintain site certificates (potential for use as client certificates to authenticate into enterprise websites containing location and other emergency information, etc.)

5.4 Information Privacy Hierarchies

Location information required for call routing  vs. location information required by destination PSAP, implications for end-to-end vs. hop-by-hop security/privacy technologies.

5.5 Emergency Number: 911 vs. “sos@domain.org” 
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FE 1: Detection

FE 2: E9-1-1 Call Processing

FE 3: Initial Selective Routing Information

FE 4: Alternate/Default Routing Determination

FE 5: PSAP End User

FE 6: Call Transfer

FE 7: Callback

FE 8: Receipt of Call Information

FE 9: Storage/Maintenance of Call Information

FE 10: Obtain Call Information

FE 11: 9-1-1 Call Hold

FE 12: Ringback
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